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ABSTRACT 
Software vulnerability is an emerging area of research nowadays. 

Reliability of software depends on how secure it is. On the other 

hand if not secure then what are the mechanisms to counter the 

potential attack from outside?  A lot of research has already been 

done regarding detection techniques, tools, definitions, models, 

empirical studies, quantification and all of them are covered in 

literatures. The main purpose of this paper is to provide a 

comprehensive survey and analysis of past and current research 

directions. This also provides an in-depth analysis and comparison 

of different tools and strategies. This is a unique study as a whole 

to bring all the research avenues in the field of software 

vulnerability into one concrete paper. No such extensive survey 

and analysis has been done so far where a reader will be able to 

get a complete insight about the trends in the research from one 

point of place. 

Categories and Subject Descriptors 

Security and Protection, Design 

General Terms 

Algorithms, Management, Measurement, Performance, Design, 

Reliability, Security. 

Keywords 

Vulnerability, error, fault, failure, attack,  

1. INTRODUCTION 
With increasing availability of information and extensive use of 

software to manipulate data, security tends to be of great concern 

in terms of maintenance and reliability. Software vulnerability is 

the main cause of security attack caused either by flaws created by 

the developers or due to the inherent limitations of the 

programming languages. A large number of attacks inflicted are 

due to software vulnerability. Building software everyday is 

getting more challenging due to the size and complexity followed 

by the increasing knowledge and skill of the attackers. These 

factors further aggravate the issues that the developers must 

secure every aspect of software vulnerability. On the other hand 

the attackers only need to find a single exposed vulnerability to 

bring about the exploitation and sneak into the system.  
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Software is termed as secure and reliable if its functionalities 

abide by security policy. Computer security [1] is the concept that 

is based on confidentiality, integrity and availability. 

Confidentiality is termed as hiding of data or resource. This 

means that it prevents the software from exposing its important 

and trusted information to any unwanted or malicious request 

form outside. Integrity is the measure of how trusted a data or 

resource is. It is the integrity that does not allow unauthorized or 

improper changes in data. There are two kinds of integrity 

mechanisms: prevention and detection. Prevention allows 

unauthorized access to information while detection detects for any 

unwanted changes and reports accordingly about un-trusted data. 

On the other hand the ability to utilize a resource or obtain data is 

known as availability.  

 

One of the common scenarios in availability is the denial of 

service which blocks access to resources due to any unwanted 

execution of commands or code. Violation in any of the three 

concepts will put the system into threat and make it vulnerable to 

attacks. The more secure a software is the more reliable it is 

considered. The more reliable it is, the more trusted and widely 

used it will be. Software vulnerabilities exist and will continue to 

grow. A number of researches have already been conducted in this 

field to combat software vulnerability.  
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Figure 1: Possible Research Areas in Vulnerability 

 

Figure 1 depicts seven research areas in the field of software 

vulnerability. Software development is a continuous process and 

the volume increases gradually due to added functionalities. 



Maintenance becomes an integral part for the proper functioning 

of the software and keeping up with the reliability. Software 

vulnerability is one of the major causes of software failure as far 

as the security is concerned. Properly understanding them is the 

prime goal towards prevention and detection of security breaches.  

A number of ways to comprehend and visualize [67-73] flaws 

have been proposed. Various taxonomies [60-66] incorporating 

causes, effects and solutions were developed to help developers 

and designers think beforehand for choosing the best model for 

vulnerability mitigation. Measuring and quantifying vulnerability 

is another step to assess the degree of how critical the vulnerable 

components are. Several strategies with metrics in system [17, 36, 

37, 46, 47], design [44, 45, 51, 54] and code [13-14, 26-28, 32-33] 

levels are available with good number of empirical [14, 19, 26-29, 

32-33, 41-43, 53, 58] studies on validation of the techniques. 

Study on detection tools [76-100] at the source code level has 

taken enormous popularity. Vulnerability detection both statically 

and dynamically was attempted. However the tools are not 

scalable to accommodate detection in languages other than c, 

python, php, and perl. Prediction [18, 23, 25, 30-32, 57] of 

vulnerability took off recently adopting different statistical 

techniques and large number of code, complexity, object oriented, 

design and system level metrics. It has allowed the developers and 

the software testers to know in advance about the state of the 

software that could be in the next version. Behind all the research 

activities, lies the question where to get data from to study the 

existence and the trends for vulnerability. Innumerable databases 

both public and vendor [13, 20-21, 25-27, 32, 46] are seen to exist 

to address the identified vulnerabilities. The assessment of the 

quality of them was performed in [51] to determine the quality of 

sources.  

 

A number of survey could be found in [78][101][103] on sources 

of vulnerability, system and design level security, methods for 

prevention and detection and security metrics but a 

comprehensive study encompassing all the areas is still missing. 

Studies and researches are moving at a constant pace as can be 

seen in Table 2. Each year students are engaged digging into the 

study of vulnerability analysis. To accomplish the survey major 

conferences and journals such as IEEE, ACM portal and other 

repositories were searched to find past and recent papers. The 

overall trends of the research as well as the research on individual 

areas can be seen in Figures 2 and 3.  

 

The rest of the paper is organized as follows: Section 2 provides 

basic idea and terminologies. Section 3 introduces the types of 

vulnerabilities. Section 4 talks about the ways to understanding 

vulnerabilities. Section 5 discusses on available repositories, 

Section 6 illustrates the significance and conducted research on 

vulnerability quantification using metrics, Section 7 brings 

forward the prediction techniques. Section 8 makes an overview 

of the detection tools and finally Section 9 concludes the paper 

with a conclusion. 

 
 

 

Table 1: A list of Masters and PhD work on Software Vulnerability

 

Author Topic Degree Year University 

Krusal[66] Software vulnerability analysis PhD 1998 Purdue University 

Lindskog[107] Observations on Operating System Security Vulnerabilities Licentiate 2000 Chalmers University of 

Technology 

Doan[115] Commercial Off the Shelf (COTS) Security Issues and Approaches Masters 2000 University of Central Florida 

Foster[88] 
Type Qualifiers: Lightweight Specifications  

to Improve Software Quality 
PhD 2002 University of California, Berkely 

Persson and 

Baca[110] 
Software Security Analysis - Managing Source Code Audit Masters 2004 Blekinge University 

Sotirov[77] 
Automatic Vulnerability Detection Using Static Source Code 

Analysis 
Masters 2005 University of Alabama 

Polepeddi[113] Software Vulnerability Taxonomy Consolidation Masters 2005 Carnegie Mellon University 

Alhazmi[108] 
Assessing vulnerabilities in software systems:  

A Quantitative Approach 
PhD 2006 Colorado State University 

Martinsson[112] Software Vulnerability Assessment Local Search Methods Masters 2006 Blekinge Institute of Technology 

Ozment[109] Vulnerability Discovery & Software Security PhD 2007 University of Cambridge 

Neuhas[104] 
Repeating the Past Experimental and Empirical Methods 

In System and Software Security. 
PhD 2007 Saarland University 

Borstad[114] 

 

Finding Security Patterns to Countermeasure Software 

Vulnerabilities 
Masters 2008 

Norwegian University of Science 

and Technology 

Younan[105] 

 

Efficient Countermeasures for Software Vulnerabilities 

Due to Memory Management Errors 
PhD 2008 Katholieke Universiteit Leuven 

Ayanam[111] 
Software Security Vulnerability Vs Software Coupling 

A Study with Empirical Evidence 
Masters 2009 Southern Polytechnic State 

University 

Chowdhury[116] 

 

Using Complexity, Coupling, and Cohesion Metrics As Early 

Indicators of Vulnerabilities 
Masters 2009 Queen‟s University 

Pham[106] Detection of Recurring Software Vulnerabilities Masters 2010 Iowa State University 



 
 

 

 

 

 

 

 

 

 

 

 

                          Figure 2: Overall Research Trend                                                 Figure 3: Research Trend in Individual Area 

 

2. BACKGROUND 

2.1 Terminologies 
Software Vulnerability:  Software vulnerability can be defined 

as the part of the code in the software that possesses some 

weakness in specification, development and operation which will 

allow any user from the outside to exploit it for any malicious 

activity. In other words it can be said that codes when in 

execution can violate security policy. 

Error: Any mistake caused by human being in software is called 

an error. 

Fault: A coding done in the software which on execution causes a 

failure to occur. It is a hidden programming error caused by 

programmers.   

Failure: It is the deviation of software from its normal 

functioning. Software, when exploited or targeted for attack is 

denied from performing its intended functionality. 

Attack: It is the act of exploiting a software It is the event that 

exposes software‟s inherent logical error and invalid states. When 

a software is vulnerable then it has the probability of being 

attacked from outside. The individuals breaking into the system or 

program for any malicious activity are termed as attackers [1]. 

Some of the common examples of attack are cache poisoning, 

resource exhaustion, and log injection. 

2.2 Example  
Buffer Overflow: A buffer overflow condition exists when a 

program attempts to put more data in a buffer than it can hold or 

when a program attempts to put data in a memory area past a 

buffer. In this case, a buffer is a sequential section of memory 

allocated to contain anything from a character string to an array of 

integers. Writing outside the bounds of a block of allocated 

memory can corrupt data, crash the program, or cause the 

execution of malicious code. 

Buffer overflow vulnerabilities typically occur in code that: 

 Relies on external data to control its behaviour 

 Depends upon properties of the data that are enforced  

outside the immediate scope of the code 

 Is so complex that a programmer cannot accurately 

predict its behaviour 

 

 

 

Figure 4: Buffer Overflow [11] 

The above code is an example of a buffer overflow code in which 

the user input plays a vital role whether an overflow will take 

place or not. The code uses takes as an input arbitrary amount of 

data from the user using the gets ( ) function. Since there is no 

way to limit the amount of input the safety of the program 

depends entirely upon the user. The user must enter data fewer 

than size 8 

 

3. TYPES OF VULNERABILITIES 
According to National Vulnerability Database [2] the 

vulnerability can be classified into a number of broad divisions: 

 Authentication Issue: Situations when the users are not 

authenticated properly 

 Credential Management: Failure of the system to 

properly store, transmit, create, protect passwords or 

other credentials. 

 Permission, Privileges and Access Control: Failure to 

enforce permissions and access restrictions for resources 

and other management. 

 Buffer Errors: The system is vulnerable when the 

program wants to assign data bigger than the size of the 

buffer or out of the boundary. 

 Cross Site Request Forgery (CSRF): This attack 

activates when a victim is forged by sending a formatted 

request. The victim then loads the request which seems 

that request actually came from the victim. 



 Cross Site Scripting: Failure of the site to validate, 

encode and filter user input before returning to another 

web client user. 

 Input Validation: Situation when checking of well-

formed and valid data is failed. 

 Numeric error: Situations when integer overflow, 

truncation and underflow that can occur when handling 

numbers. 

 Race Conditions: The program contains a code 

sequence that can run concurrently with other code, and 

the code sequence requires temporary, exclusive access 

to a shared resource, but a timing window exists in 

which the shared resource can be modified by another 

code sequence that is operating concurrently 

 Resource Management: Allowing improper 

management of resources. 

 SQL Injection: External embedding of input into SQL 

statement. 

 Link Following: Erroneous link to files that are not 

intended to be accessed. 

 Cryptographic Issues: Incorrect implementation of an 

algorithm that reduces security. 

 Path Traversal: Special character causing access to files 

outside the intended subdirectory. 

 Code Injection: Occurs when the system reads content 

of files manipulated by an attacker. 

 Format String Vulnerability: System using externally 

controlled format string. 

 Configuration: Vulnerability due to the configuration. 

 Information Leak: Disclosure of information to an 

unauthorized person. 

 

Table 2: Statistics of Common Vulnerability  

 

4. UNDERSTANDING VULNERABILITY 

4.1 Taxonomy 
Vulnerability can be present at any phase in software development 

life cycle. As a result no software is completely flawless and as a 

consequence prediction, detection and prevention is becoming an 

emerging topic of research nowadays in this area. However 

combating vulnerability in software requires proper understanding 

of the causes. To properly deal with the scopes of prevention and 

detection approaches for it demands a clear idea upon different 

vulnerability classes. Some of the root causes [60][61][62] of the 

vulnerability can be summarized due to complexity of the system 

allowing greater exposure, using commonly used codes (making 

easy for the attackers to exploit using tools), increasing number of 

connectivity (via ports, protocols etc), poor password 

management, operating system design flaw, Internet browsing 

flaw (allowing execution of spywares), unchecked user input 

validation and exploitable software bugs (caused due to the lack 

of expertise), use of programming language that allows flexibility 

over security, high cost involvement (in fixing faults after release) 

and lack of security testing tools. Much research is going on in 

understanding vulnerability and its causes through modeling, 

taxonomy creation and vulnerability discovery rate. Software 

vulnerability can be classified into three broad divisions [60] of 

design, implementation and operational vulnerabilities where 

more extensions were suggested [62] for operation and 

maintenance phases. However software can be viewed from 

various levels of abstraction apart from different phases. It was 

found that classification of vulnerability was dependent not only 

on point of SDLC but also on various software development 

models based on which exists a number of taxonomies for 

classification [63]. Bugs and flaws though similar in terminology 

but contribute a lot in taxonomy of vulnerability. The taxonomy 

Vulnerability 
Risk Level Introduced 

Language 
No. of 

Attacks 

Attack 

Pattern 
L M H V A D I O 

Authentication Issue  X X - X X C - All 534 4 

Permission, Privileges and 

Access Control 
- - - - - - - - All - 6 

Buffer Errors - - X  X X X X C, C++, Assembly 2429 11 

Cross Site Request Forgery 

(CSRF) 

- 

 
X X  X X - - Language Independent - 2 

Cross Site Scripting - - X X X X X - Language Independent 2741 17 

Path Traversal - - - - X X  - C 1178 6 

Code Injection - X - - X X X - Interpreted Language 1323 2 

Format String Vulnerability - - - X - - X - 
C, C++, Perl, Languages 

that support format string 
110 1 

Information Leak - - X - X X X - All 667 6 

Input Validation - - X - X X X - Language Independent 1393 44 

Race Conditions - X - - X X X - C, C++, JAVA 113 2 

SQL Injection - - - X X X  X All 2895 6 

Link Following X X - - - - X - All 272 4 



defined in [64] is a combination of bug and flaw. A bug is a 

problem in the system at the implementation level and may never 

be executed whereas a flaw is a defect at the design level and may 

never be exploited. They have defined 49 attack patterns where 

occurrence of each attack pattern is used to define how a system is 

attacked. In taxonomy of [65] the authors answered three research 

questions of occurrence of flaws based on genesis, time of 

introduction and location of system. Krsul [66] in his research 

introduced four hierarchical classes of design flaws, environment 

flaws, coding flaws and configuration flaws. 

 

4.2 Graphical representation 
Understanding causes of vulnerability is another challenging area 

where an effective solution can be provided for prevention and 

detection techniques. A most common method of modelling 

vulnerability is by Vulnerability Cause Graph (VCG) 

[67][68][69]. It gives a visual representation of relationship of 

vulnerabilities and causes among them in the form of an acyclic 

graph. Developers are benefitted from it because it is easy to 

understand which they can use in their future development 

activity. As a prevention technique, security activities of 

implementation, verification and constraint activity procedure are 

considered which are modelled as Security Activity Graph (SAG). 

This relates the security activities with causes. Since they are very 

difficult to build, all the information of VCG and SAG are kept in 

a shared database called Vulnerability Analysis Database (VAD) 

[70]. Inspection can also be performed from attackers‟ point of 

view using attack trees [73] and attack nets [74] which are tree 

based abstract representation of attack patterns. However the main 

drawback of the aforementioned tree representation is that they do 

not take design phase vulnerability into account. This forced 

towards an idea of SAFE-T [75] that allows vulnerability 

detection at the design level using security attack pattern.  

Security Goal Indicator Tree (SGIT) [72] is another directed 

graphical approach with root node representing goal and features 

at the sub-tree that needs to be inspected in the development 

process. As an alternative approach Security Goal Model (SGM) 

[73], a language approach can be used in place of VCG, SAG, 

SGIT and attack trees for modelling vulnerability.  

 

(a)                                   (b) 

 

Figure 5: Vulnerability Cause Graph and Vulnerability 

Activity Graph [62] 

 

Figure 5 shows a generalised way of representation of 

vulnerability and its causes using VCG and SAG. The 

construction of SAG is dependent on the representation of VCG. 

In Figure (a), Vulnerability A is due to cause A and Cause B 

which are in turn due to Root cause. Vulnerability B is removed if 

Cause B is resolved whereas removal of Vulnerability A requires 

resolving Cause A, Cause B or the Root Cause. In Figure (b), M1 

to M5 represents the mitigation techniques. The SAG is 

constructed from the VCG using algorithm. The Vulnerability A 

can be removed using combination of mitigated techniques such 

as ((((M3 ˄ M5) ˅ M4) ˄ M2) ˅ M1) where the „+‟ and „-„denotes 

AND and OR operation respectively. 

Besides VCG, SAG and SGIT, Vulnerability based Ontology 

Management is another technique of utilizing vulnerability data 

from the repository. The need for OVM [102] is very demanding 

because it allows organization of concepts both in knowledge and 

semantic level. It helps to relate the causes, attacks, 

countermeasures and consequences of vulnerability all at one 

point of place with visual representation permitting reusability and 

sharing of scattered data in various locations by different 

implementation and organizations. Moreover this also provides a 

platform for utility of information from CVE, CWE, CAPEC and 

CPE in an automated machine readable approach. 

    

5. VULNERABILITY REPOSITORY 
It is a repository which records complete information regarding 

security threats in software. This platform provides means for the 

developers, software tester, software quality assurance engineer, 

vendors to keep track of any security threat to software product. 

All instances of the vulnerabilities are stored in the database 

which allows idea, information and knowledge about the threats to 

be used later in the future. According to [11] 157 databases are 

found in active state and the rest lacks up to date information. The 

major classifications of databases are shown in the Figure 6. 

 

  

 

 

 

 

MFSA [4]: Termed as Mozilla Foundation Security Advisory is a 

repository for Mozilla. It is a vendor specific database containing 

the listing of all detected vulnerabilities. Every vulnerability 

record is associated with title, impact, announced, reporter, 

product, and fix in. It also contains link to the associated files, 

codes and patches via the bugzilla. 

NVD [2]: Termed as National Vulnerability database is a database 

that stores vulnerable information in the form of security 

Database

MFSA Bugzilla

NVID CVE CWE OSVDB

SecurityFocus Secunia US-CERT

CAPEC

Figure 6: Vulnerability Repository 

 



checklists, security related software flaws, mis-configurations, 

product names, and impact metrics. 

CVE: It is a publicly available database of dictionary for all 

known vulnerabilities and the exposures. All venerable record is 

associated with a globally unique identifier called the CVE ID. 

CWE [10]: It is a publicly available repository of weaknesses 

found in software architecture, code and implementation. It 

provides security tools to detect the weakness in the source code 

assisting in the better management and maintenance of the 

software. 

OSVDB [6]: It is an independent open source database. It 

currently covers 69885 vulnerabilities in 31109 products reported 

by 4735 researchers. 

Table 3 lists the databases used in vulnerability research  

Table 3: Repositories used in Research 

 

CAPEC [7]: It is a publicly available catalogue of attack patterns 

along with a comprehensive schema and classification taxonomy. 

This site contains the initial set of content and continues to evolve 

with public participation and contributions to form a standard 

mechanism for identifying, collecting, refining, and sharing attack 

patterns among the software community. 

Bugzilla [3]: This database keeps track of all the related bugs. 

However, it also provides access to vulnerable files from MFSA. 

The major use of the system is to track bug in software, submit 

and review patches, communicate with team mates and quality 

assurance management. It is used both for open source software as 

well as proprietary projects. 

SecurityFocus [8]: It is a multi vendor vulnerability database. 

The main feature of this site is the platform it supports for the 

mailing lists called the BugTraq. Each vulnerable component is 

associated with a BugTraq ID and a CVE ID. 

Secunia [9]: It is a Danish repository that bears information for 

all known operating systems and large variety of software 

systems. It allows users to report vulnerability which are open to 

public.  

US-CERT [5]: This multi vendor repository contains information 

for vulnerabilities in the form of notes tagged with a vulnerability 

note ID.  

MDP [11]: Metrics Database Program is a repository that 

contains software error data and metrics at the function level. The 

associated metrics are McCabe Software metrics, Halstead 

metrics, Line of code metrics, error metrics, and requirement 

metrics. The error records and the associated product names are 

identified by a unique numeric identifier. 

 Microsoft Security Bulletin [12]: It is a repository that contains 

bug and security information of Microsoft products. The 

information is provided in the form of bulletin. This helps the   

 

6. METRIC VS VULNERABILITY 
Software metric is a measure of software attributes or its 

specifications. Using software metrics, components of software 

can be quantified and applied in various empirical and analytical 

studies. Software vulnerability is one of the emerging areas of 

research and has caught the attention of many researchers. Good 

and reliable software is one which can resist any external attack. It 

has been argued by Shin [26] that complexity is one of the reasons 

for inducing vulnerability in software. Metrics have played a vital 

role in this field by contributing quantifiable measure to detect 

security faults and provide a guide for prioritizing the task of 

testing and corrective measures as well as growing awareness in 

the organization with respect to security policy of the software. A 

good number of metrics in system, design and code levels have 

been established and verified experimentally. It has been found 

that a significant conclusion is possible to draw in terms of the 

prediction and detection of the security faults using security 

metrics in system, design and code level. They also allow to 

improve not only the quality of software but also to improve the 

security policy, mechanisms, and implementations. Several 

studies have been conducted on metrics to study, predict and 

detect vulnerabilities which are as follows: 

6.1 Code Metrics 
Shin et.al [26] [27] in their research tried to verify the hypothesis 

that vulnerability is dependent on software complexity in terms of 

code. They experimented with nine complexity code metrics on 

Mozilla Javascript Engine and tried to find a correlation between 

the metrics and the vulnerability. They obtained weak correlation 

and concluded that not only complexity can be inferred as the 

prime cause of vulnerability. Other factors are also related to it. 

In another research Shin [28] wanted to detect whether code 

complexity metrics can be used as a good predictor of 

vulnerability. The author used models based on machine learning 

and statistical analysis to trace the relationship between the 

complexity and security problems using open source and 

industrial projects. The conclusion was that a better metrics set 

and different models need to be selected to strongly establish a 

relationship between vulnerabilities and complexity. The models 

predicted vulnerability at high false negative rate but with very 

low false positive value. In more recent approach [28] CCD 

(Coupling, Cohesion and Developer Activity) source code metrics 

have been applied and studied on Red Hat Linux and Mozilla 

Firefox to determine their discriminative and the predictive power 

over vulnerability. Their experiment revealed that 24 out of 28 

metrics were able to predict 80% of the vulnerable files. 

Chowdhury et. al [33] did similar studies in early detection of 

vulnerabilities using CCC (Complexity, Cohesion and Coupling) 

metrics both at the design and code level. They conducted case 

studies on all releases of Mozilla Firefox and discovered that CCC 

metrics produce significant correlation and thus can be used as 

early indicator of vulnerability. They [34] have also proposed 

three new security metrics stall ratio, critical element ratio and 

coupling corruption propagation at the source code level. After 

doing case studies on JDemo and Java Pathfinder they concluded 

that Java Patfinder consists of more secure code than the Jdemo. 

Database References 

MFSA [18],[26],[27],[28],[29],[31] 

Bugzilla [26],[27],[28],[29],[31],[13],[18],[19] 

NVD [13],[18],[21],[16],[46] 

CVE [32] 

CWE [46] 

OSVDB [19],[21] 

Microsoft 

Security Bulletin 

[36],[46] 

Security Focus [20],[21] 

US-CERT [32] 

NASA [25],[22] 



                                  Table 4: Metrics Based Vulnerability Study 

 

 System Studied Metrics Type Year Goal Reference 
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JavaScript Engine Code 2008 
Complexity Vs 

Vulnerability. 
Shin et. al.[26] 

Mozilla Firefox 
Complexity, Coupling, 

Cohesion 
2010 

Correlation of metrics with 

vulnerabilities. 

Chowdhury et. al. 

[33] 

Red hat Linux, Mozilla 

Firefox 

Complexity, Code Churn, 

Developer Activity 

2204, 2008, 

2009 

Predictability power of 

vulnerability. 

Shin et. al. [27] 

[28] 

Mozilla Firefox 
Complexity, Code Churn, 

Fault History 
2008 

Fault Prediction Model to 

determine Vulnerability. 
Shin et. al. [29] 

Windows Vista 

Complexity, churn, coverage, 

dependency measures, and 

organizational 

2010 Vulnerability Prediction. 
Zimmerman et. 

al.  [32] 

On line medical record 

keeping system 
Coupling Coefficient 2006 

Relationship between 

attackability and coupling. 
Liu et. al. [41] 

Rhino CK, MOOD, QMOOD 2007 
Empirical Validation of 

metrics. 
Olague et. al. [19] 

Eclipse 
Complexity and Text Feature 

Metrics 
2010 

Comparative study between 

two detection approaches. 

Mizuno et. al. 

[42] 

NASA CK metrics 2008 
Relationship of design 

metrics with OO classes. 
Xu et. al. [58] 

Ie6, IIS server, Process 

Management Component, 

Direct X, Net Meeting. 

Code Complexity Metrics 2006 
Correlation of metrics with 

fault-prone components. 

Nagappan et. al. 

[14] 

COBOL registration system, 

C text processing, C++ 

patient collaborative care 

system, JAVA electronic file 

system 

Coupling dependency Metrics 

(CDM) 
1998 

Finding whether CDM is a 

good predictor of run time 

failures. 

Binkely et. al. 

[53] 

- Minimum Time to Intrusion 2002 - Voas et. al. [43] 

P
ro

p
o
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r
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s 

        

A
p

p
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a
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JPF, JDemo Security 2008 New Metrics. 
Chowdhury et. al. 

[34] 

- VPF 2009 Vulnerability measure. 
Agrawal et. al. 

[44] 

Two version of ATM CIPF  
Measure Propagation of 

vulnerabilities. 

Agrawal et. al. 

[45] 

Desktop Application, 

Enterprise System in C , Java 

IMAP server, FTP Daemons 

Attack Surface 2010 Security risk mitigation. 
Manadhata et. al. 

[17, 46-47] 

Red Hat Linux, windows Lines of Code 2006 
Analysis of Vulnerability 

density measure. 

Alhazmi et. al. 

[13] 

CISCO Firewall Temporal 2008 
Formal model for 

vulnerability. 
Wang et. al [50] 

Mozilla Firefox 2, IE 6,7 Security 2009 New Approach. Wang et. al. [49] 

Mozilla Firefox 3, IE 7 Environmental 2009 
Ontology based approach to 

assess security. 
Wang et. al. [48] 

- PVF 2008 
Software vulnerability to 

hardware fault. 

Sridharan et. al. 

[51] 

UMLSec and SPARK 7 Security metrics 2009 
Allow fixing vulnerability at 

an early stage. 

Alshammari et. 

al. [52] 

Microsoft Security Bundle 

MS2-005 
Attack surface 2003 

Study security between 

versions. 

Howard et. al. 

[36][37] 

NASA dataset Code Level Metrics 2007 
Prediction of component 

quality. 
Zhang et. al. [22] 



Zimmerman et. al [32] did large scale empirical studies on 

Windows Vista. They covered metrics ranging from complexity, 

churn, coverage, dependency measures, to organizational structure 

to evaluate the efficiency of vulnerability  prediction.What they 

found was that complexity, code churn and coverage predict 

vulnerability with high precision, low recall and vice versa for 

dependency measures. They arrived at a conclusion that efficient 

prediction of vulnerability cannot be achieved by any known set 

of metrics. Besides the prediction and empirical studies on code 

and design level metrics much research has also been conducted 

via quantification of vulnerability in system level.  

Manadhata et. al [46-47] and Howard [36] carried similar 

experiments on measuring attack surface. In [46-47] a systems‟ 

attack surface was defined using the notion of channels, methods 

and data items. A systematic technique of measurement using 

damage potential-effort ratio was proposed which was tested on 

two popular open source Internet Message Access Protocol 

(IMAP) servers. The result showed that attack surface metric can 

be a good indicator of vulnerability such that software‟s attack 

surface increases with increasing number of functionalities. This 

will help the software developers to measure security risk and 

reduce attack surface. In a similar type of study in [36][37] instead 

of using code level and system level measurement a different 

approach of measurement called attack opportunity is proposed 

which are categorized into three abstract dimensions of targets 

and enablers, channels and protocols, and access rights which are 

termed as attack surface. The measurement of the attack surface 

which they called as RASQ (Relative Attack Surface Quotient) 

was based on 20 different types of attack vectors. The validation 

of the technique was performed on seven running versions of 

Windows. 

6.2 Design Metrics 
Apart from the code level security metrics diverse approaches 

have also been studied and established. Though much research is 

on still much development are yet to be made in this arena. 

Vulnerability can occur at any phases of software development of 

life cycle but early detection is essential to secure software and 

prevent propagation of fault further at the implementation level. 

Software at the design level is more vulnerable to security flaws 

which need to be addressed and fixed. However knowing design 

level vulnerabilities require a lot of experience which ultimately 

makes the detection procedure difficult. It has been found in [38] 

that 50% of the fault they encountered in Microsoft was due to the 

architectural level. Moreover second source of vulnerability and 

major security violation [39] [40] at design level comes from ten 

defined vulnerabilities and if addressed then 75% of them can be 

avoided. Much research work has also been done on determining 

effective design level metrics to quantify vulnerabilities at the 

very early stage of SDLC.  

Agrawal et. al [44] proposed a metric CIVP (Coupling Induced 

Vulnerability Propagation Factor) based on the coupling in object 

oriented design. Their hypothesis was that due to the increase in 

coupling vulnerability propagation increases and thus decreasing 

the security. They also have designed an algorithm to 

automatically calculate the metric which in turn calculates the 

vulnerability of two OO design of the same software. In [45] 

Agrawal et. al.   introduced the inheritance factor in vulnerability 

and proposed VPF (Vulnerability propagation factor) measure to 

show the vulnerability of whole software based on a single 

vulnerable class. In a slightly different approach they also tried to 

introduce a new metric measure called AVR (Attribute 

Vulnerability Ratio) to measure the propagation of vulnerability 

due to inheritance in the object oriented design. They have used 

Breadth First Search algorithm to calculate the Vulnerability 

Propagation of attribute as a first step of AVR determination. The 

research revealed that a vulnerable class when inherited can cause 

whole software vulnerable. Alshammari et el.[52] proposed seven 

new security metrics to quantify data encapsulation and cohesion 

in the object oriented class. Using the seven metrics the designers 

can choose the best designs that abide by the software security 

policy. Binkely et. al. [53] proposed Coupling Dependency 

Metrics, a measure for the level of interactions between the 

components. They have validated the effectiveness of the CDM 

metrics by comparing it with other 16 different design quality 

metrics types that fall into the categories of intermodule, 

intramodule and inheritance based metrics. The conclusion was 

that 14 of the metrics performed worst with a promising result of 

78% success rate for CDM. Upon correlation analysis using 

Spearman‟s approach it was found that CDM had the highest 

correlation with the run time failures. The severity of coupling 

was more prominent when Ayanam et. al. [54] focused on five 

levels of coupling in his research. They proposed two new 

coupling based security metrics called Average Coupling and 

Degree of Vulnerability. Upon finding empirical relationship 

between the metrics and the top ten vulnerable components of 

Mozilla as described by Neuhas et al [18] they arrived at the 

conclusion that AV and DV can be a good tool for measuring 

external software attribute vulnerability.  

CVSS (Common Vulnerability Scoring System) [55] owned by 

FIRST (Forum for International Response Teams) is a security 

measuring tool implemented by CISCO, Oracle, Qualys and 

NIST. The score is generated using three different groups of 

metrics called basic, temporal and environmental metrics. The 

base metrics provides scores for the vulnerability in the range 

from 0 to 10. The value of temporal and environmental metrics is 

required is calculated using the base metrics value. Among the 

three benefits provided by CVSS are 1) standardized vulnerability 

scores where it provides a common platform for security 

measurement across different software and hardware, 2) open 

framework where the derivation, score and the characteristic of 

the scoring to a particular vulnerable component is defined and 

finally 3) prioritized risk allows the representation of the 

vulnerability in the textual format for the users to infer the risk 

level and respond accordingly depending upon the score. CMSS 

(Common Misuse Scoring System) [56] measures software 

feature misuse characteristics.  It is introduced into the software 

during the design phase by the developers. It is based on trust 

assumptions that software would provide beneficial functionality 

unless otherwise security violation is done by someone. This 

includes rendering HTML features in email messages or 

connection establishment between two different devices through 

ARP. CMSS is based on CVSS and CCSS providing means for 

the organizations to evaluate their software based on misuse 

characteristic features. Like CVSS base, temporal and 

environmental are the three groups of scoring metrics with slight 

variations collectively quantifies the vulnerable components of 

software. Wang et. al [49] proposed a new software security 

metrics called “Security Metrics” SM based on CVSS and CVE. 

Severity of weakness denoted by W and the risk of the 

weaknesses denoted as P are the two inputs for the measure of SM 

for a particular software s. The final output is a normalized value 

in the range of 1 to 10. 

  



 

7.  Vulnerability Prediction 
 

 

Figure 7: Block Diagram of a Vulnerability Predictor [101] 

The Figure 7 portrays the basic vulnerability predictor. At first a 

number of databases are considered from where the appropriate 

repository is chosen based on the code base of the system. The 

sampler performs this functionality denoted by three vectors s, v, 

and t. The experimenter analyses the code for source code metrics 

s and then mines a number of repositories to determine the 

vulnerable information at a certain timestamp t. Research on 

metrics based vulnerability prediction carries further from here. 

The information is fed into the black box containing classifiers, 

validators and correlation analysis techniques to form a predictor. 

The final step is to feed the predictor with the fragments of the 

code bases to predict vulnerabilities. 

 
Neuhas et. al. [18] in their research used a tool called Vulture to 

map vulnerabilities to files to know the distribution of 

vulnerability in codebase. Besides empirically evaluating that 

vulnerability correlate with import call list, they also established 

an automated tool for prediction of vulnerabilities through the 

import list and function calls.  Using support vector machine as a 

classification technique for the predictor model they arrived at a 

conclusion that in terms of efficiency the predictor is able to 

perform with 70% precision and 45% recall. Moreover among the 

top 32 vulnerable components vulture was able to find 82% of 

them as vulnerable. In another study [59] the authors tried to find 

out the relationship between the change in vulnerabilities and 

dependencies of packages in Red Hat Linux operating system. 

They termed “beauty” as the decreasing in vulnerabilities and 

“beast” as the increasing in vulnerabilities due to package 

dependencies. Similarly using Support Vector Machines 

prediction efficiency of the models was very promising with 65% 

recall and 85% precision. The basis of model was to help the 

developers to be aware of the dependable packages that are risky 

and let then prioritize the resource accordingly. Prediction of 

vulnerability is difficult to do because it is very rare and few in 

number with respect to the entire codebase. Zimmerman et. al. 

[32] performed prediction on Windows Vista using classical 

metrics as a prediction model. They found that metrics measure 

vulnerability with high precision and low recall. Moreover the 

metrics correlate with vulnerability with small effect. For the 

correlation analysis Spearman rank correlation was used while 

logical regression and data splitting techniques were used for the 

classification and the validation of the model. In another research 

[23] they implemented the idea of program dependency for 

predicting defect prone components on binaries of windows 

Server 2003 using support vector machine and data splitting 

technique. The end result was a significant one where the 

dependencies can be used as a mean to predict defect at an early 

stage of development life cycle. Nguyen et. al [57] with a 

different approach tried to propose a prediction model using code 

metrics derived from Component Dependency Graph (CDG) and 

Member Dependency Graph (MDG). A static analyzer tool, 

Doxygen has been used to extract the dependency among the 

members and the methods of the components. They also adopted 

an open source data mining toolkit called WEKA to validate the 

model using tenfold cross validation on JSE of Mozilla 1.5 and 

2.0. The end result was that CDG based metric prediction model 

was able to provide promising result in terms of recall, precision, 

false positive rate and accuracy. Using logistic regression and 

Spearman rank correlation they further confirmed the prediction 

result and found that a good accuracy is obtained for the 

vulnerability ranking. Jiang et. al [25] did a comprehensive study 

on MDP datasets to compare the prediction models based on 

metrics in code level, design level, and a combination of both. In 

their experiment they have used machine learner techniques from 

WEKA and Wilcoxon Test for pair wise comparison of each 

model. They came to a conclusion that metrics have significant 

impact on the effectiveness of the predictive models. A 

combination of code and design level metrics is the powerful 

predictors compared to code and design metrics. The design 

metrics are the least powerful ones among all the metrics. Gegick 

et. al [30][31] in their experiment compared prediction models 

based on ASA alerts, code churn and total line of codes. Using 

CART for decision making with k fold cross validation technique 

and ROC curves for efficiency validation they asserted that 

models with ASA and churns can be used on large industrial 

system data to prioritize security efforts.  

8. DETECTION TOOLS 
The main objective of Static Technique [76-77][80] is to find 

particular vulnerable information straight from the code without 

executing it. To do so the tool requires a set of predefined rules 

and database against which to check the faulty components in the 

code. The main drawback of the technique is that vulnerable 

components may not be detected if the tool does not find any 

matching in the set of rules. As a result a critical component may 

go undetected. Another drawback is that the users must have the 

knowledge about how to fix the vulnerability once the warning is 

issued by the tool because of the incapability of the tool to fix the 

problems automatically. However the method is fast and simple. 

The first tool known as FlexeLint developed in 1980 used pattern 

matching to identify gaps. In recent years a number of static tools 

began to emerge for detection of security bugs on software 

systems. 

 

Dynamic Technique [76-77][80] is based on run time analysis 

where a tool detects vulnerable components during execution of 

the code. During the run time process the tool changes the 

functionality and the environment of the system rendering the 

faulty component less harmful. As a result it protects the software 

from being exploited against well known attacks. The major 

drawback is that the technique fails if exploitation is done using 

new set of attack patterns not known by the tool.  A brief 

summary of the tools based on performance and efficiency is 

provided in table 5 while precise comparison of static and 

dynamic tools based in detection capability is provided in tables 

6.1 and 6.2. 

 



Table 5: Comparison of Tools Based on Performance and Efficiency 

 

Tools Advantage Disadvantage 

ITS4 High efficiency, and without pre-treating the source code. The analysis is imprecise, and false positive rate is high. 

SPLINT It can find a large scale program‟s faults using rules Due to restricted rules, it can only detect the given faults. 

UNO It can detect complex program, and test strictly. State space explosion may happen 

Checkstyle High efficiency, and without pre-treating the source code The analysis is imprecise, and false positive rate is high. 

ESC/Java 
The strict reasoning is used to control the conduct of testing, 

and false positive rate is low 

It is different to process automatically, and need career 

man to analyze; The scalability is not high. 

FindBugs High efficiency 
The analysis is not precise enough, and applying only to 

specific problem-solving 

PMD High efficiency, and without pre-treating the source code The analysis is imprecise, and false positive rate is high. 

RATS 

Provides a security analyst with a list of potential trouble 

spots on which to focus, along with describing the problem, 

and potentially suggest remedies. Runs faster 

Rough analysis of source code. Manual inspection is 

required. High false positive rate 

FlawFinder 
HTML formatted output. Easy to use. Contains built in 

C/C++ database. Low false positive 
Runs slower and limited to programming language 

BOON 
Reducing manual check of source code. Can analyze large 

complex program. 
High false positive 

Cqual Checks tainting statically like dynamic approach Limited to certain features in C 

XGcc Faster detection Extensibility 

VD-PTA 
Low false positive and false negative. Can run on large 

amount of code. 
Limited to two types of vulnerability type. 

Gemini 
Preserves the semantics of program with less performance 

penalty 
Suffers from Memory constrained. 

Kim 
Expressible for newly discovered vulnerabilities. New rules 

can be added 
Cannot detect if slight deviation is found in flow diagram. 

Livshits Few false positive. Fails to detect errors if specification is not correct 

BRICK Low false positive. can detect and locate most of integer-

based vulnerability in real software, 
Performance overhead is very highs 

Dai et. al. Preserves the syntactic and semantic validity of the input. 
Configuration variables needs to be modified before 

running 

CCured 
Able to look for error due to pointers. Run time performance 

is high. 
Cannot detect all the pointer errors. 

CRED Compatible with most of the programs. Large number of codes needs to be implemented. 

SecureSync Can detect recurrent vulnerability. 
Computation is too expensive and large overhead is 

required. 

 

 

Table 6.1: Comparison of Dynamic Tools Based on Detection Capability and Language
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Tool Technique Used Vulnerability Language Reference 

BRICK Binary Code Translation Integer based     Valgrind [98] 

Dai et. al. Fuzzy Input validation    Any Language [95] 

CCured Type Inference -    C [99] 

CRED Referent-object based approach Buffer Overrun    C [100] 

SecureSync Usage Model, OVM, iLSI, GROUM  Recurring Vul. API misuse Web Application [35] 

 

 

 

 



Table 6.2: Comparison of Static Tools Based on Detection Capability and Language

 

 

 

8.1 Approaches 
Pattern Matching [2-4] is one of the simplest static analysis 

techniques used by any tool. It takes texts as input and searches 

for similar patterns in the source code and lists the outputs. 

However the main disadvantage of this is that it cannot 

differentiate codes from white spaces, comments etc leading to a    

lot of false positives. The functionality of which is analogous to 

grep command. Another disadvantage is that it is unable to 

analyse the source code for vulnerability. Lexical analysis [77-79] 

adds improvement to the pattern matching technique. Instead the 

texts are converted into sequence of tokens which are then 

matched with a database for vulnerable components. Although 

white spaces and comments are differentiated from the code but 

the false positive rate is still high. They do not consider the 

semantics of the program. In Parsing [77-79] with wider scope to 

lexical analysis an abstract syntax tree (AST) of the source code 

created. This improves the analytic ability of the tools by allowing 

them to distinguish between variables with same names. 

Moreover macros and complicated expressions are expanded thus 

assisting in detection of vulnerabilities that stay hidden from the 

tool. The main disadvantage of it is that it requires a compatible 

compiler to perform its operation. Type Qualifiers as proposed by 

[77-79] is a light weight annotations to specify program properties 

and qualify standard types. The framework allows the 

programmers to look for bugs as a whole using type qualifiers in 

type-safe program where a valid qualifier annotation prevents 

violation of semantics of program. New user defined qualifiers 

can be added in the languages such as C, C+, Java, and ML such  

 

 

 

 

that a programmer can check the consistency of qualifiers 

annotations using type qualifier inference.  Data flow analysis 

[77-78] works on top of the parse tree. It creates a list of all nodes 

in the tree and creates a visual representation showing the 

dependencies of data and variables with each other. It provides tag 

in each node and records the state of the nodes based on the 

declaration, invocation, dereferencing, value assignment and so 

on. Tainting [77-78] is a method that tracks the intrusion of data 

from any untrusted source. The property of marking those data is 

called taint. The status of the data is then propagated to all the 

locations that are intended to use the data and violate the security 

policy. Any attempt to use the tainted data is the vulnerable 

situation. Model Checking is a procedure which checks the 

correctness of the system by checking whether the model confers 

with the specification or not. However it is difficult to elaborate 

the model and detect vulnerability. Fault injection [78][95] is a 

dynamic approach where the faults based on the EAI model are 

introduced into the systems environment and then the behaviours 

of the system is noted. Tolerance level of the system to the 

injection is an indicator of vulnerable component. Fuzzy testing 

[79][96-97], in another dynamic approach, random input is fed 

into the system to detect any abnormalities in the behaviour of the 

system. It is simpler than fault injection method. In dynamic 

tainting [78][98] the propagation of the untrusted data is 

monitored and points where they are misused are identified. It 

enables the discovering of input validation problems.  
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Flawfinder Pattern Matching 
Buffer overflow, format string, race 

condition 
ANSI C [87] 

RATS Pattern Matching 
Buffer Overflows, TOCTOU race 

conditions 

C, C++, Python, 

Perl, PHP 
[76][86] 

SPLINT 
Code Annotation, Dataflow 

analysis and type checking 

NULL pointer dereferences, 

unused variables, memory leaks and 

buffer overruns 

ANSI C/C++ [76][81] 

ITS4 Lexical Analysis Race Condition C/C++ [76][81] 

Cqual Type Qualifier Buffer Overflow and format string C [88] 

BOON Type qualifier Buffer overflow C [76][90] 

XGcc Finite Automation, Modeling Not Mentioned C [91] 

MOPS Finite Automation, Modeling Not Mentioned C [92] 

UNO Data Flow Analysis Buffer overflow ANSI C [89] 

Gemini TXL Buffer overflow C [85] 

VD-PTA Parse Tree Buffer Overflow and Race Condition Any Language [82] 

Kim et. al. Data Flow Analysis Any vulnerability pattern Caml [83] 

Livshits et. al. Taint Analysis SQL Injection, cross site scripting C [84] 

 Checkstyle Lexical Analysis - Java [120] 

 ESC/Java Theorem Proving Common Programming Error Java [118] 

 
FindBugs 

Lexical Analysis and Data 

Flow Analysis 

Null Pointer Dereference, 

Inconsistent Synchronization 
Java [119] 

 PMD Lexical Analysis String Buffer Usage Java [117] 



9. CONCLUSION AND FUTURE WORK 
The paper has provided an overall survey of different ways and 

strategies of vulnerability study conducted so far. The survey 

covered basic overview, ways of understanding, prediction, 

detection and quantification techniques. It has been found that 

much of the research intentions are towards quantification of 

vulnerability with code, design and system level metrics. The 

research trends reveal that determining the causes of vulnerability 

through their relationships to the nature, size, complexity and 

interdependence in terms of cohesion and coupling is more 

alarming. Moreover efficient and effective prediction of 

vulnerability is too getting more of attention so that future 

vulnerability can be predicted beforehand allowing the developers 

to be aware of their development based on design, coding and 

implementation. There is less research on prediction techniques 

and more empirical study is needed to understand the behavior of 

the vulnerability. Though there are lots of detection tools but all of 

them suffer from limitation of language dependency. Also not all 

the vulnerabilities have yet been addressed for detection. Much 

concentration is on buffer overflow, SQL injection, input 

validation and format strings. So there are scopes to contribute in 

this area. Another area that can be incorporated with these studies 

is the impact of code clone on vulnerability. Copy and paste is the 

common practice of all the developers to speed up the developing 

process by avoiding re-implementation of the code. No significant 

studies have been conducted so far to relate the trends of code 

cloning over the trends of change of vulnerability patterns. The 

question is, does code clone have any significant impact on 

software vulnerability? If so then how critical it is. API usability 

and API change pattern can also be a contributing factor towards 

vulnerability analysis. How APIs are used and what APIs are 

victims to vulnerability can be studied also. This can lead to 

proper understanding of API usage so that they can be used 

properly with little scope of exploitation. 
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